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Benefits of automated SQL Server installs

Benefit Example

Standardization

Compliance

Faster to deploy

Fewer mistakes

Fewer one-offs

Time-saver

Requires up-front

consideration

Source control

Higher-quality installs

Increased opportunities

Flexibility

Less downtime

Higher satisfaction

On-demand installs

More secure

Easier maintenance

Established, time-tested processes. Increasing predictability, consistency,
and best practice implementations.

Can make it easy to comply to operational standards required by various
organizations, such as DISA and PCI.

Just a couple minutes to install! Being able to deliver systems faster can
even ease disaster recovery.

Avoid installing into Logs when you meant to choose Log.

Automation makes it so easy that no one is tempted to go around the
process.

No need to retroubleshoot issues. Those problematic firewall settings are
addressed right within your code.

Design it once and you're set. Then installs are performed in a predefined,
optimized way.

You can even keep your install configs in source control, leading to greater
accountability and understanding of point-in-time decisions because the
commit holds the documentation.

Less temptation to do it poorly. It’ll be a thorough install instead of a mini-
mum effort that works just for a single group.

When things are easier, there are more possibilities. Perhaps you want to
create an environment where you throw away temporary virtual machines,
similar to Docker.

Important if changes are required at short notice.

The process was thought out, so no SQL files ended up on the C drive. This
means the drive is far less likely to fill up and go offline, leaving your cus-
tomers happier with your work.

Point-and-click installs are boring. Automated installs are thrilling.

Because the process is automated, you can set up something like Jenkins
or even a scheduled task to deploy instead of using the DBA’s time.

When systems and processes are standardized, updating becomes easier
and more likely to occur.

Got something to change really quickly? Because systems are standardized
and predictable, changing all of them at once is easy.
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Joreword

There are over 20 million active installs of Microsoft SQL Server, with continued
growth month after month. The SQL Server/Azure Data Community also continues
to grow, currently with over 77,000 members across more than 40 countries. The
authors Chrissy LeMaire, Rob Sewell, Jess Pomfret, and Claudio Silva have spent many
years being very active in this community—teaching, sharing, and empowering. They
have been part of the charge that turned a technology into a community.

A couple of years ago, one of the authors and the creator of dbatools, Chrissy
LeMaire, came on my show, Data Exposed, to show data professionals how to automate
disaster recovery in SQL Server with dbatools. I was immediately struck by Chrissy’s
charisma and ability to take complex topics and make them simple. She also made it
clear that dbatools was built by and for the community and is free: “Instance migra-
tions and best practice implementations have never been safer, faster, or freer.” dba-
tools enables data professionals to automate SQL Server tasks with PowerShell. Not
only that, but dbatools also has a rich ecosystem of contributors, tests, and resources
to make sure you can learn, report bugs, and contribute.

dbatools is something that all SQL Server professionals should consider learning,
and this book is the perfect way to learn, with its combination of knowledge transfer,
anecdotes, and hands-on labs. Microsoft is so confident in dbatools’ value that it has
sponsored the project through Microsoft’s Free and Open Source Software Fund. dba-
tools empowers you to leverage automation, so you can stop doing repetitive tasks and
sleep easily knowing you have the best practices implemented. In the process of learn-
ing dbatools, you'll also become comfortable with PowerShell, which will help you


https://manning.box.com/s/wv10hhzvw83bv4y4phq3cd7jidabodjo
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more generally as a technical professional whether you’re looking to work across data-
bases, data engineering, and applications, or across operating systems, or even across
on-premises and public cloud providers, like Microsoft Azure, which is covered in a
later chapter.

In this book, you’ll first get oriented with dbatools and PowerShell, and you’ll set
up a lab environment where you can get hands-on for free with these tools and SQL
Server. I recommend following Chrissy, Rob, Jess, and Claudio’s guidance of doing
one chapter a day (and practicing). With each chapter, you’ll not only become more
proficient in automation with dbatools and PowerShell, but you’ll also learn how to
manage SQL Server in a secure and scalable manner from some of the top SQL Server
experts in the world. I hope you enjoy this book.

—ANNA HOFFMAN
DAtaBASES PRODUCT MANAGEMENT, MICROSOFT



preface

In 2014, I was tasked with migrating a SQL Server instance that held a ton of Share-
Point databases. I dreaded the thought of performing such an involved process over
and over and figured a PowerShell solution must exist for this tedious task. After dis-
covering that there was no automated solution for migrating one SQL Server instance
to another, I set out on a journey that would change everything: creating the Power-
Shell scripts that would eventually become the dbatools module.

Since then, an entire community has grown around dbatools. The dbatools mod-
ule has changed the way that database professionals work with SQL Server by not only
making their processes more efficient but also making their day-to-day work more
enjoyable and fun. It’s even recommended by PowerShell’s creator and Microsoft
Technical Fellow, Jeffrey Snover!

For years, users asked if any dbatools books were available, and for years, the
answer was “not yet but that sounds like a great idea!” I knew I wanted to write for
Manning because they’re my favorite publisher, and initially, I thought the book
would be a Manning Deep Dive. I worked with the whole dbatools team to create a
table of contents and even asked Anna Hoffman if she’d write the foreword (she
agreed!).

After a Twitter user suggested writing Learn dbatools in a Month of Lunches instead,
we realized that the Month of Lunches series was the perfect format; we all love the
series and recommend Learn PowerShell in a Month of Lunches to anyone who asks
where to begin with PowerShell.

xvii
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PREFACE

Learn dbatools in a Month of Lunches is a great first book to read about dbatools, and
we hope that you enjoy learning more about our toolkit. As a community, we’ve
worked hard to make PowerShell user friendly, approachable, and fun. As authors,
Rob, Jess, Claudio, and I aimed to do the same with this book—you don’t even need
programming or scripting experience to get started.

We also worked to ensure that the code in this book will work for years to come;
each commit to the dbatools repository will extract code from the book and run
Pester tests against live SQL Server instances to ensure exactly this happens.

All code in this book has been tested against dbatools version 1.1.77 and later.
Chapter 2 will show you how to install the newest version. If you’ve got any questions,
feel free to get in touch with us at dbatools.io/bookforum.

—CHRISSY
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Who should read this book

This book is for SQL Server data professionals who want to learn more about dbatools
and PowerShell. It’s also helpful for automation engineers who are familiar with Power-
Shell but want a better understanding of SQL Server.

How this book is organized: A road map

In the first few chapters of this book, you’ll be introduced to dbatools as a whole, then
we’ll begin following the path of taking the steps DBAs may take when they inherit their
environment. From finding SQL Servers to inventorying, performing backups, prepar-
ing for disaster, then on to securing, optimization, and more. Here’s the rundown:

Chapter 1 introduces readers to the book, as well as to dbatools and automation.
Chapter 2 delves deeper into dbatools, including OS compatibility, installation,
updating, and getting help.

Chapter 3 will help you set up alab where you can safely test dbatools commands.
Chapter 4 outlines the framework for executing dbatools commands with the
most commonly used parameters.

Chapter 5 walks you through writing data to SQL Server using dbatools, includ-
ing importing data from CSV files.

Chapter 6 details how to discover undocumented SQL Server instances
throughout your network.

Chapter 7 discusses how dbatools can help inventory your SQL Server estate,
including features, builds, databases, and more.

xxiii
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Chapter 8 details using Registered Servers and dbatools to easily organize your
SQL Server estate.

Chapter 9 tells you all about managing SQL Server logins using dbatools.
Chapter 10 covers backup management, including easy, automated testing.
Chapter 11 will help you with restores, including restoring databases to a spe-
cific point in time and even marked transactions.

Chapter 12 discusses snapshots and how much more accessible they are when
using dbatools.

Chapter 13 walks you through installing and updating SQL Server on remote
systems, easily and all through the command line.

Chapter 14 describes how to effectively prepare for a disaster by using dbatools
to export logins, Agent jobs, and more.

Chapter 15, which provides the first part of performing advanced SQL Server
migrations, focuses primarily on databases.

Chapter 16, which provides the second part of performing advanced SQL
Server migrations, focuses on other migratable SQL Server features.

Chapter 17 gives an overview of dbatools support for high availability and disas-
ter recovery features including log shipping, Windows Server Failover Cluster,
and availability groups.

Chapter 18 begins a three-chapter series on SQL Server Agent by providing an
overall framework for working with SQL Server Agent and PowerShell.

Chapter 19 continues the Agent series by focusing on the administration of
SQL Server Agent using dbatools.

Chapter 20 finishes the Agent series by detailing how to create new Agent
objects at scale.

Chapter 21 discusses data masking in depth.

Chapter 22 describes how dbatools can help enable DevOps within your
organization.

Chapter 23 will help you better understand and manage Trace events and
Extended Events within SQL Server.

Chapter 24 covers security and encryption, which includes network and data-
base encryption.

Chapter 25 will walk you through compressing your data, saving space, and
reducing resource bottlenecks.

Chapter 26 gives an introduction to dbachecks, which helps you easily validate
your SQL Server estate using crowd-sourced checks.

Chapter 27 provides an overview of how dbatools can help when working in the
cloud.

Chapter 28 describes dbatools configuration and logging in depth.

Chapter 29 wraps up the book by providing additional resources for working
with PowerShell.
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About the code

This book contains many examples of source code both in numbered listings and in
line with normal text. In both cases, source code is formatted in a fixed-width font
like this to separate it from ordinary text.

In many cases, the original source code has been reformatted; we’ve added line
breaks and reworked indentation to accommodate the available page space in the
book. In some cases, even this was not enough, and listings include line-continuation
markers (=). Additionally, comments in the source code have been removed from
the listings when the code is described in the text. Code annotations accompany many
of the listings, highlighting important concepts.

You can get executable snippets of code from the liveBook (online) version of this
book at https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches.
The complete code for the examples in the book is available for download from the
Manning website at https://www.manning.com/books/learn-dbatools-in-a-month-of-
lunches, and from GitHub at https://dbatools.io/bookcode.

liveBook discussion forum

Purchase of Learn dbatools in a Month of Lunches includes free access to liveBook, Man-
ning’s online reading platform. Using liveBook’s exclusive discussion features, you can
attach comments to the book globally or to specific sections or paragraphs. It’s a snap
to make notes for yourself, ask and answer technical questions, and receive help from
the author and other users. To access the forum, go to https://livebook.manning
.com/book/learn-dbatools-in-a-month-of-lunches/discussion. You can also learn more
about Manning’s forums and the rules of conduct at https://livebook.manning.com/
discussion.

Manning’s commitment to our readers is to provide a venue where a meaningful
dialogue between individual readers and between readers and authors can take place.
It is not a commitment to any specific amount of participation on the part of the
authors, whose contribution to the forum remains voluntary (and unpaid). We sug-
gest you try asking them some challenging questions lest their interest stray! The
forum and the archives of previous discussions will be accessible from the publisher’s
website as long as the book is in print.


https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches
https://www.manning.com/books/learn-dbatools-in-a-month-of-lunches
https://www.manning.com/books/learn-dbatools-in-a-month-of-lunches
https://dbatools.io/bookcode
https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches/discussion
https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches/discussion
https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches/discussion
https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches/discussion
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Why data professionals can’t afford to ignore PowerShell
Data is now one of the most valuable assets in the world, so data professionals need
a broad set of skills and are expected to be able to accomplish a wide number of
tasks, including the following and many more:

Build SQL Server instances

Develop extract, transform, and load (ETL) solutions

Ensure SQL Server instances are correctly configured

Monitor and respond to alerts

Troubleshoot performance and access issues

Perform OS and SQL upgrades

Deploy changes to schemas

Evaluate index usage and settings

In the process of performing our role, we interact with a ton of technologies: SQL
Server, virtualization (Hyper-V or VMware), operating systems (Windows or Linux),
containers, clusters (including Kubernetes clusters), networking, storage, Active
Directory, certificates, and the cloud, to name a few.

In the majority of cases, we will be working with more than one SQL Server
instance—sometimes two, sometimes 10,000 or more.

Although we can achieve pretty much everything via GUI consoles for any of
those technologies, the following two problems come immediately to mind with
this approach:

The amount of time wasted
The inconsistency of humans compared with machines
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This is best explained with a story.

111 A SQL Server DBA first win with PowerShell

When Rob became a SQL Server DBA, his first responsibility every morning was to
check that Agent jobs, numbering a little over 100 instances, had run successfully
across the SQL Server estate. He would start by connecting to the first instance in SQL
Server Management Studio (SSMS), clicking the SQL Server Agent, double-clicking
the Job Activity Monitor, and checking the Last Run column for the jobs, as shown in

figure 1.1.
¥ Job Activity Monitor - 52005 - o X
1272019 11:30:08 AM ) Refresh Y Filter... @ Help
Next Refresh:
Manual Agent Job Activity:
View refresh sett Name # Enabled  Status Last Run Outcome  Last Run Next Run
e
© Yiew efresh seftns =] Backup - Dff - User yes ide Succeeded 8/6/201510:22:32PM  not scheduled
Fiter: None [%3) Backup - Full - System yes Idle Succeeded 2/15/2017 8:44:18 PM  not scheduled
View i [®2] Backup - Full - User yes Idle Succeeded 2/15/2017 8:45:25PM  not scheduled
View fiker settings
Y Mo [*3] Backup - Log - User yes Idle Succeeded 8/6/201510:23:02PM  not scheduled
c = [ Database Miroring Monitor Job yes Idle Unknown never not scheduled
[#2] IndexOptimize - User yes Idle Succeeded 9/28/2017 6:05:38 PM  not scheduled
Server: 912005 [ IntegriyCheck - System yes Ide Succeeded 9/28/20176:0538PM ot scheduled
- 5] IntegrityCheck - User yes Idle Unknown never not scheduled
‘BAS [=3] Purge Backup History yes Idle Unknown never not scheduled
% Viewo fon ton [%3) Purge CommandLog yes Idle Unknown never not scheduled
w [=2] Purge Job History yes Idle Unknown never not scheduled
P [=3] Purge Output File yes Idle Unknown never not scheduled
3 test yes Idle Unknown never not scheduled
O
< >
Close

Figure 1.1 The Job Activity Monitor

This task would take him a minimum of 90 minutes. He had heard about PowerShell
and used it at home to reorder his digital photos into year and month folders, so he
asked his boss if he could use PowerShell to make this job easier. His boss said, “No,
this is the way we do it and have done it for many years,” and that wasn’t going to
change.

Rob went on holiday, and, in his absence, his boss took responsibility for checking
the jobs. One particular job ran on the first of every month. When checking that
instance, his boss saw that all jobs had completed successfully on their last run; unfor-
tunately, it was the first of November, and that particular job had last run on the first
of October! It took a number of days before this discrepancy was noticed, and it
caused some disruption. When Rob came back from holiday, he was given the time to
write a PowerShell script to connect to all of the instances, fill a color-coded Excel file
(shown in figure 1.2), and save it to a shared drive.
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B c D | E | F | 6 | W | v | 3 |
Back Up Report 30 March 2014 17:46

Server Job Name Enabled?  Outcome Last Run Time

SQL20055er2003  Check things TRUE 30/03/2014 17:42 - Last Job Run Older than 7 Days
SQL20055er2003 Do some stuff TRUE 30/03/2014 17:42 Last Job Run Older than 1 Day
SQL20055er2003  Data Transfer TRUE 30/03/2014 17:42

5QL20055er2003 [MaintenancePlan1 | TRUE 30/03/2014 17:42 -Success'ul Job
SQL20055er2003  Speciual Daily Report for the boss TRUE 30/03/2014 17:43 Failed Job

$QL20055er2003  This must never fail TRUE 30/03/2014 17:43 Job Status Unknown
$QL20055er2003  Validate and report TRUE 30/03/2014 17:43

$QL20085er2008 DBA Stuff Job
SQL2008Ser2008 MaintenancePlan.Subplan_1 TRUE
SQL2008Ser2008  syspolicy_purge_history TRUE

$QL20125e¢r2008 MaintenancePlan.Subplan_1 TRUE
$QL20125er2008  syspolicy_purge_history TRUE 30/03/2014 07:25

Figure 1.2 The color-coded Excel output from PowerShell

1.2

By automating the task, the time he spent performing his daily tasks went from at least
90 minutes each day to the time it takes to open the correct Excel sheet and scroll
through, looking for the red cells.

Automate it

There’s a popular saying in the automation community: “If you're doing something
more than once, automate it!” Others argue that automation should occur the very
first time a task is completed, and we agree; automating a task requires time and
thought, which generally results in a greater chance the task will be done properly
and thoroughly. As a bonus, the script will be available the next time the task must be
completed. PowerShell, a scripting language that can interact with many technologies,
is an excellent tool for such automation.

Humans are fallible; they get tired, distracted, or bored with repetitive tasks, but
this is where a computer excels. A script, like Rob’s PowerShell script, runs monoto-
nous tasks over and over, all day, without distraction and can also be scheduled to run
at antisocial times. A script also would not mistake 11,/01/2018 with 10/01/2018, but
a human can!

Another task in which computers thrive: dealing with repeatability—running that
script again and again, and performing the exact same task over and over. Humans,
unfortunately, are not so good at that.

Another well-known saying is relevant at this point: “Use the right tool for the job.”

We believe that it is better to write a script with good comments and headers that
will set up a particular scenario than to add a set of screenshots to a document for a
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human to follow. Documentation with too many assumptions can lead to mistakes,
whereas overdocumenting all of the steps will lead to large, unwieldy, hard-to-follow
documentation, which is difficult to maintain.

Ultimately, learning PowerShell will prepare you for our inevitable (and fun!)
automation-rich future. PowerShell is everywhere—it’s now available on Windows,
Linux, macOS, Raspberry Pi—and it even helps power the cloud. Once you learn how
to use an automation tool like PowerShell, you can easily transition your skills to auto-
mate everything from Azure and SQL Managed Instances to Spotify and Slack. Power-
Shell will help empower you to become the automator and not the automated.

1.3 What is dbatools?

dbatools is an open source, cross-platform PowerShell toolkit for SQL Server DBAs,
originally created by PowerShell and SQL Server MVP Chrissy LeMaire. With more
than 215 contributors from the SQL Server, PowerShell, and C# communities, dba-
tools is designed and written by the people who use it in their everyday work. dbatools
includes solutions for common tasks like performing backups and restores, migra-
tions (see figure 1.3), and setting up availability groups. dbatools is designed to enable
SQL DBAs to reliably and repeatedly automate the usual daily tasks.

X Windows PowerShell

[23 ms] C:\github> Start-DbaMigration sql2e16 sql2e17 Databases | Select-Object * | Format-Table

SourceServer DestinationServer Name Status Notes DateTime
sql2e17 RecoveryInterval Configuration Value Successful 2019-04-20 11:
sql2e17 AllowUpdates Configuration Value Successful 2019-04-20 11:
sql2017 UserConnections Configuration Value Successful Requires restart 2019-04-20 11:
sql2e17 Locks Configuration Value Successful Requires restart 2019-04-20 11:
sql2e17 OpenObjects Configuration Value Successful Requires restart 2019-04-20 11:
sql2017 FillFactor Configuration Value Successful Requires restart 2019-04-20 11:
sql2017 DisallowResultsFromTriggers Configuration Value Successful 2019-04-20 11:
sql2e17 NestedTriggers Configuration Value Successful 2019-04-20 11:
sql2017 ServerTriggerRecursionEnabled Configuration Value Successful 2019-04-20 11:
sql20e17 RemoteAccess Configuration Value Successful Requires restart 2019-04-20 11:
sql2017 DefaultLanguage Configuration Value Successful 2019-04-20 11:
sql2e17 CrossDBOwnershipChaining Configuration Value Successful 2019-04-20 11:
sql2e17 MaxWorkerThreads Configuration Value Successful 2019-04-20 11:
sql2017 NetworkPacketSize Configuration Value Successful 2019-04-20 11:
sql2e17 ShowAdvancedOptions Configuration Value Successful 2019-04-20 11:
sql2017 RemoteProcTrans Configuration Value Successful 2019-04-20 11:
sql2017 C2AuditMode Configuration Value Successful Requires restart 2019-04-20 11:
sql2017 DefaultFullTextLanguage Configuration Value Successful 2019-04-20 11:
sql2e17 TwoDigitYearCutoff Configuration Value Successful 2019-04-20 11:
sql2017 IndexCreateMemory Configuration Value Successful 2019-04-20 11:
sql2017 PriorityBoost Configuration Value Successful Requires restart 2019-04-20 11:
sql2017 RemotelLoginTimeout Configuration Value Successful 2019-04-20 11:
sql2e17 RemoteQueryTimeout Configuration Value Successful 2019-04-20 11:
sql2017 CursorThreshold Configuration Value Successful 2019-04-20 11:
sql2017 SetWorkingSetSize Configuration Value Successful Requires restart 2019-04-20 11:
sql2e17 UserOptions Configuration Value Successful 2019-04-20 11:
sql2e17 AffinityMask Configuration Value Successful 2019-04-20 11:

Figure 1.3 A sample dbatools command, Start-DbaMigration

Often based on solutions found on popular blog posts, Stack Overflow, and Reddit,
dbatools commands automate and simplify so many of the tasks we’ve all had to do
multiple times. This means that you don’t need to remember the formula for calculat-
ing maximum memory settings or where you saved the T-SQL for converting a trace to
extended events (thank you, Jonathan Kehayias). dbatools also interacts with many
popular SQL. Community tools created by data professionals like Ola Hallengren
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(The Maintenance Solution we love), Glenn Berry (awesome diagnostic queries),
Adam Machanic (sp_whoisactive), Brent Ozar (First Responder Kit), and Marcin
Gminski (SQLWATCH).

Where is Microsoft in all of this? Although the SQL tools team has its own module,
SqlServer (formerly SQLPS), Microsoft has been incredibly supportive of dbatools.
Not only do premier field engineers use and blog about dbatools, the SQL tools team
also allows us to include many of the bits that power SSMS.

Is this book for you?

dbatools helps make PowerShell easy for the data platform community because its pri-
mary audience is end users instead of developers. Now you no longer have to know
how to program PowerShell to work with SQL Server at scale; you can just run a few
commands that we built for you.

Our focus in this book will be on PowerShell. However, it is less about showing you
how to write and develop PowerShell scripts and more about showing you how to
accomplish tasks, as shown in figure 1.4. We expect that you have some knowledge of
SQL Server and its administrative tasks, because we won’t be teaching SQL Server con-
cepts other than what is required to understand the PowerShell code.

Chrissy LeMaire ;
@cl

This is how | finally learned PowerShell.

Jason Krause @Jason_Krause_CO

Replying to @MichaelBender

Don't try to learn PowerShell. Try to learn to do your current job using PowerShell.

5:36 AM - 8 May 2019

19 Retweets 203 Likes z a 3 ‘@ " @ .‘ @

QO 10 T 19 Q 203 )

Figure 1.4 Learning PowerShell

If you don’t know how to use PowerShell just yet, we aim to help you not by teaching
PowerShell but by teaching you how to do your current job using PowerShell. If you use
the GUI and are hesitant about a future filled with automation and command-line tools,
our goal is to transform that hesitation into eagerness, confidence, and excitement.
This book will serve as a learning guide, taking you from gathering information
about your estate to performing complex migrations with just a couple lines of code.
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We will also give you the confidence to explore PowerShell and develop your own
solutions for administering SQL Server in your own estate and to use your increased
understanding of PowerShell with other technologies.

How to use this book

The idea here is that you will read one chapter each day. Each chapter should take
about 40 minutes to read, giving you time to practice what you just learned. We rec-
ommend reading just one chapter a day, rather than reading extra chapters. We think
you will benefit more spending that time practicing what you have learned and
cementing your knowledge and comfort with using dbatools and PowerShell.

The main chapters

Chapters 1 through 3 will help you become oriented with dbatools, PowerShell, and
to a lesser extent, SQL Server. Chapters 4 through 24 represent the primary content
of the book, so you can expect to finish in about a month. The chapters build upon
one another, so we recommend that you complete them in the order in which they’re
provided, even if you're excited about a particular topic (like disaster recovery, woo!).

Hands-on labs

Many chapters provide a hands-on lab that will help you apply the commands you
learned about. These labs are not quizzes, so everything you need will be contained
within the book. If you find yourself stuck, however, you can visit the book’s forum at
dbatools.io/molforum, and we’ll be there to help you out.

Supplementary materials

The dbatools.io website is rich with content, including blog posts, videos, tutorials,
and more. You can also find the answers to all of the labs at dbatools.io/answers.

Further exploration

This book covers several areas within PowerShell and SQL Server but still touches just
the tip of the iceberg of Microsoft’s data platform. We personally spend a lot of our
time exploring fun, related technologies like Kubernetes and Power BI and think that
you may enjoy some of the same exploration as well.

If this sounds appealing to you, we share a lot of our own technical adventures on
Twitter and suggest you follow us there: Chrissy is @cl, Rob is @sqldbawithbeard, Jess
is @jpomfret, and Claudio is @ClaudioESSilva. For dbatools-only content, you can also
follow @psdbatools.

Contacting us

We love when people are excited about PowerShell, and we’re eager to help with your
questions. We hang out alotin the SQL Community Slack in the #dbatools channel. You
canjoin over 17,000 SQL Server community members for a live chat at dbatools.io/ slack.


https://sqlcommunity.slack.com/join/shared_invite/zt-zsu0bnsk-zauP0i09BUR3LqGgup_4QA#/shared-invite/email
https://livebook.manning.com/book/learn-dbatools-in-a-month-of-lunches/discussion
https://dbatools.io/
https://gist.github.com/potatoqualitee/6ec31e978f8467764f06ca431a37f612
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In addition to Slack and Twitter, you'll likely find us at PowerShell, SQL Server,
and DevOps conferences around the world as well. If you’re into code livestreaming,
you can find us live coding at dbatools.io/live when the mood strikes.

Being immediately effective with dbatools

The great thing about dbatools is that most of the development work has been done
for you. A bunch of community members collectively invested thousands of hours to
build a standardized toolset that helps us manage our daily tasks. This also means you
can manage these same tasks by executing just a few commands.

Like the authors of Learn PowerShell in a Month of Lunches, Travis Plunk, James Petty,
Tyler Leonhardt, Don Jones, and Jeffery Hicks, our primary goal in this book is for
you to be “immediately effective.” This means that a section may be initially light on
the details so that you can jump right in and accomplish some tasks. If necessary, we
will provide additional depth, theory, and nuances later in the chapter and in online
articles, or highlight it in a livestream.


https://www.twitch.tv/dbatools

2.1

Installing dbatools

In this chapter, we’ll cover minimum requirements, various installation methods,
and gotchas. Understanding how to install dbatools will not only enable you to use
our toolset, it will also enable you to install any other PowerShell module in the
PowerShell Gallery.

The old saying, “Before you do anything, you have to do something first,” holds
true for installing dbatools and other PowerShell modules. Specifically, you may
have to execute the following two commands first:

Set-ExecutionPolicy

Set-PSRepository

If you have not yet modified your default execution policy, or trusted Microsoft’s
PowerShell Gallery using Set-PSRepository, we’ll help guide you through these
steps. If you are already familiar with the PowerShell Gallery and installing dba-
tools, feel free to skip to the next chapter.

Minimum requirements

We’re going to start with minimum requirements because not everyone can be on
the latest and greatest setup at work. It’s useful to know whether the old worksta-
tion we inherited can support dbatools. The good news is that the answer is most
likely yes!

dbatools originally started as a migration module, so it was created with require-
ments that are as low as possible. This allows us to use dbatools in the older envi-
ronments that are most in need of migrations. Because of PowerShell’s flexibility,
dbatools also works in newer environments such as Azure, SQL Server on Linux,
and PowerShell on macOS.
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Server

Like SSMS, dbatools can connect to super-old versions of SQL Server. When creating
dbatools, we actually tried to make it work with SQL Server 7, but an environment that
supports SQL Server 7 is not an environment that supports PowerShell. Table 2.1 out-
lines the versions of SQL Server that we support.

Table 2.1 SQL Server instance support

Version Commands supported

SQL Server 7 0%

SQL Server 2000 75%

SQL Server 2005 90%

SQL Server 2008, 2008 R2 93%

SQL Server 2012+ 100%

Azure SQL VM As per version above
Containers and Kubernetes 75%°

*Assuming Linux OS inside container

You may notice that Azure SQL DB, Azure SQL Edge, and Azure Managed Instances
are not mentioned on this list. That’s because, at the time of writing, the extent of sup-
port for Azure within dbatools has not been evaluated and catalogued. We do build in
some support for Azure, which you can read more about in chapter 27.

When it comes to PowerShell requirements on the target server, PowerShell is not
even needed for 75% of our commands. If you do use commands that connect to the
OS, such as Get-DbaDiskSpace, PowerShell remoting will need to be enabled. You can
read more about remoting at dbatools.io/secure.

Workstation
It’s important to note that, like SSMS and Azure Data Studio, we do not have to install
dbatools on every server. It is best to centralize administration to the DBA worksta-
tions and minimal servers that run scheduled tasks and Agent jobs.

dbatools supports a wide variety of environments, but not every environment is
supported for every command. An approximate breakdown of command support by
operating system as of dbatools v1.0 is shown in table 2.2.

Table 2.2 O0S support

Commands supported

Vista 0%
Windows Server 2008 0%

macOS (Intel) 78%
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Table 2.2 O0S support (continued)

0S Commands supported
macOS (ARM64) 78%
Linux (Intel) 78%
Linux (ARM64) 78%
Windows 7, 8, 10, 11 100%
Windows Server 2008 R2+ 100%
Azure VM Dependent on OS above

Although dbatools can run on older versions of PowerShell, we recommend version
5.1 and higher. Newer versions of PowerShell are faster and offer a number of security
features that are beneficial to enterprise environments. PowerShell Core is ultra fast
but has limitations that prevent some commands from working. As such, about 75% of
the commands in dbatools will work on PowerShell Core.

NOTE Throughout the book, we’ll try our best to highlight which commands
will not work on Linux and macOS. If there is no notation, then you can
assume the command should work on Windows, macOS, and Linux. A gen-
eral rule of thumb is that if a command uses SQL. WMI (SQL Configuration
Manager) or has a -ComputerName parameter, it likely does not work on
Linux or macOS.

Installing newer versions of PowerShell is as simple as installing an update, specifically,
the Windows Management Framework from https://dbatools.io/wmf for v5.1 and
aka.ms/pscore6 for PowerShell Core. These shortlinks link to the installer packages
for Windows, Linux, and macOS.

Ports

As previously mentioned, we recommend running dbatools against remote servers

from a centralized workstation. This means that various network ports between the

machine running dbatools and the remote servers must be open and accessible.
Table 2.3 lists the default ports required to support all commands within dbatools.

These are common ports thatare generally approved to be used on enterprise networks.

Table 2.3 Required ports

Protocol LG Sample command LIIEEI ]
port commands
SQL Database Engine | 1433 Get-DbaDatabase 62%
WS-Management 5985 or | New-DbaClientAlias 25%
5986

SQL WMI 135 Enable-DbaAgHadr 4%
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Table 2.3 Required ports (continued)

Protocol LG Sample command I O
port commands
SMB 139 Invoke-DbaDbLogShipping 4%
SMB over IP 445 Get-DbaPfDataCollectorCounterSample <1%

Note that if you change the default port for SQL, we support that, too.
You probably recognize SQL Database Engine and SMB, but what about SQL. WMI
and WS-Management?

SQL WMI

If you’re curious about SQL. WMI, this is the protocol used by the SQL Server Config-
uration Manager. SQL Server Configuration Manager—and SQL WMI by extension—
is still available, even if the SQL services are not running. This means that the com-
mands that use SQL WMI can access and modify specific SQL Server properties, even
if the instance is offline.

Figure 2.1 shows us updating the service account name and password for the
default SQL Server instance on the server SQL2014. If you're curious, the equivalent
dbatools command for the functionality seen in this screenshot is Update-
DbaServiceAccount.

@ Sql Server Configuration Manager =
I IEiIe Action \;ew Help
e 2B A 000@

‘@ SQL Server Configuration Manager (Local) || Name

] sQL Server Services ¥35QL Server Integr...

ﬂ, SQL Server Network Configuration (32bit| f_-')SQL Full-text Filte... Stoppe| Alwa: Availability | Startup [ Advanced |
b . SQL Native Client 11.0 Configuration (321| B,5QL Server (MSS... Stoppel Log On [ Service | FILESTREAM |
4 i SQL Server Network Configuration (@5QL Server Analy... Stoppe] Log on as:

& Protocols for MSSQLSERVER [ESQL Server Repor... Stoppe
[3 § SQL Native Client 11.0 Configuration @SQL Server Browser Stoppe O Built+n account:
o) SQL Server Agent... Stoppe| l hd ‘
@® This account:
Account Name: | base\sqlserver I [ Browse

Service status: Stopped

Start l Stop Pause | | Restart |

[0 [ cancel J[ eov [[ rep |

< m >l < m | >

Figure 2.1 Configuration Manager. Note the instance is offline but can still be modified.
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WS-MANAGEMENT

Of all of the listed ports, WS-Management is probably the least recognizable to SQL
Server pros. WS-Management is the protocol used by PowerShell remoting. Power-
Shell remoting allows commands to be executed against remote computers and is
implemented in commands such as Invoke-Command and Enter-PSSession, as high-
lighted in the next listing.

Listing 2.1 PowerShell remoting—note the connection to the remote machine, spsqlO1

PS> Invoke-Command -ComputerName spsgl0l -ScriptBlock { $Env:COMPUTERNAME }
SPSQLO01

This protocol is exceptionally secure (see dbatools.io/secure) for the following reasons:

= By default, it allows connections only from members of the Administrators
group.

= Ituses a single port: 5985 (HTTP) or 5986 (HTTPS).

= Regardless of the transport protocol used (HTTP or HTTPS), PowerShell
remoting always encrypts all communication after initial authentication with a
per-session AES-256 symmetric key.

= Initial authentication is NTLM, Kerberos, and Certificates, so no credentials are
ever exposed.

Check out our blog post at dbatools.io/secure to see why remoting is even safer than
logging in to a Windows server using the GUIL

Execution policy

Initially, we found execution policies (see sqlps.io/abexecpolicies) hard to under-
stand, and explaining them is a bit tricky. Most people believe execution policies are a
security mechanism, when they are really there for safety. But aren’t safety and security
the same thing? No.

Execution policies are safety mechanisms that confirm your intention to run a
command or script. So, although they can’t prevent a hacker from hacking your com-
puter, they can prevent you from running a script by accident. That’s the difference
between safety and security.

PowerShell’s default execution policy varies by operating system (OS), as shown in
table 2.4.

You may find that when creating your own scripts, you are blocked by your execu-
tion policy. The most common suggestion is to set your policy to RemoteSigned. This
is the first command you must run if you have not yet modified your default execution
policy.


https://dbatools.io/secure/
https://dbatools.io/secure/
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Table 2.4 Default execution policy

Operating

system Default Summary
Windows Restricted Prevents PowerShell from running scripts such as .ps1
7,8,10 (sqlps.io/abexecpolrestricted) files, but not commands like Get-ChildItem.
Windows RemoteSigned Prevents PowerShell from running downloaded,
Server (sqlps.io/abexecpolresigned) unsigned scripts without first using Unblock-File.

You can still run all of the scripts you created.

Linux and Unrestricted All unsigned scripts can run. Downloaded unsigned
macO0S (sqlps.io/abexecpolunres) scripts will prompt before running.

Try it now 2.1
Set your execution policy to RemoteSigned:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope CurrentUser

Note that this setting will be effective only if your organization does not set the execu-
tion policy as a group policy.

Execution policy precedence order determines which execution policy will be
used in a given session. Execution policy is processed in the following order:

Group Policy: MachinePolicy
Group Policy: UserPolicy
Execution Policy: Process (powershell.exe -ExecutionPolicy)

Execution Policy: CurrentUser

a H W N B

Execution Policy: LocalMachine

Later in your scripting career, you may do what we do and set your execution policy to
Bypass. This is convenient and no less secure than RemoteSigned, because it keeps the
lowered permissions isolated (sqlps.io/bypassvsunres) to just the current running
process.

Signed software

Like most enterprise software, dbatools is digitally signed. This means that you can
trust that the module came from us and that the PowerShell code has not been modi-
fied after publication. As of this writing, Chrissy, Rob, Jess, and Shawn Melton are the
only members with access to the code signing certificate and, therefore, the only four
members who make this guarantee.


https://stackoverflow.com/questions/50370658/bypass-vs-unrestricted-execution-policies
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.2#restricted
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.2#remotesigned
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.2#unrestricted
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Earlier, you set your execution policy to RemoteSigned, but what exactly does this
mean? Let’s break it down:
Remote—A script originating from a remote computer such as a website
Signed—A script that has been signed by a trusted publisher
Basically, scripts that you create on your local machine do not have to be signed, but

scripts that originate from other machines must be digitally signed unless they are in
Trusted sites, as shown in figure 2.2 (sqlps.io/ietrustedsites).

Internet Options ?

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet  Localintranet Trusted sites  Restricted
sites

Trusted sites

i ! ) [ sites

J This zone contains websites that you (EEites
trust not to damage your computer
your files.

Trusted sites X

Security level for this zone
Allowed levels for this zone: All
Medium
- Prompts before downloading

- content Add this website to the zone:
- Unsigned ActiveX controls will

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

| file://scriptsrepol

[Jenable Protected Mode (requires restd Websites:

I —ll Remove
Custom level

[ Reseta

[CJRequire server verification (https:) for al sites in this zone

Figure 2.2 Trusted sites

The whole system behind signing, public key infrastructure, or PKI, is a bit out of
scope for this book, but it essentially breaks down as follows:

We submitted multiple proofs of identity to a globally recognized certificate
authority.

They performed various validations and granted us a globally recognized code
signing certificate.

Microsoft requires that you explicitly trust our code signing certificate anyway,
and you will be prompted when installing our module from the PowerShell
Gallery.


https://docs.microsoft.com/en-us/windows-hardware/customize/desktop/unattend/microsoft-windows-ie-internetexplorer-trustedsites
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Understanding installation paths

Before proceeding to the installation methods, it is important to understand how
PowerShell auto-imports modules. Back in the early days, PowerShell would autoload
a ton of things when it started up. This gave the impression that PowerShell was slow,
especially when compared to the speediness of opening cmd. exe.

One of the ways the PowerShell team addressed this issue was to add support for
module autoloading and $Env:PSModulePath. In the next listing, you can see com-
mon results for $Env:PSModulePath.

Listing 2.2 Example results

PS> S$Env:PSModulePath -Split ";"

C:\Program Files\WindowsPowerShell\Modules\

: \WINDOWS\ system32\WindowsPowerShell\vl.0\Modules\
:\Users\dbatools\Documents\WindowsPowerShell\Modules\

:\Program Files\Microsoft SQL Server\130\Tools\PowerShell\Modules\
:\Program Files (x86)\Microsoft SQL Server\130\Tools\PowerShell\Modules\

[e OO N®]

You may be familiar with MS-DOS or Linux’s PATH variables, and $Env:PSModulePath
is similar. This environment variable tells PowerShell where to look for available
commands.

Command names within modules contained in this path will autocomplete when
tabbed, but the module will not actually load until the command is executed or
parameter autocompletion is attempted. This allows PowerShell to launch quickly
while still providing an autocompleting index of commands.

TIP  You may have heard the term Cmdlet, which is PowerShell-specific termi-
nology. As PowerShell in a Month of Lunches explains, PowerShell supports vari-
ous types of executable commands. This includes Cmdlets, which are written
in C#, and functions, which are written in pure PowerShell. Although the
dbatools module provides a mix of both Cmdlets and functions, they are all
essentially commands. Throughout the book, we’ll refer to all types of execut-
able commands simply as commands.

On a freshly installed Windows machine, modules will generally be loaded from the
following:

= CA\Windows\System32\WindowsPowerShell\vl.0\Modules
= C:A\Program Files\WindowsPowerShell\Modules

= $homeé\Documents\WindowsPowerShell\Modules—user  profile Documents
folder

Paths can vary by computer. Use the following code to evaluate your own $Env: PSModule-
Path, noting how -Split splits the path at each semicolon, making the output easier to
read.
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Try it now 2.2
Evaluate your own $Env:PSModulePath:

SEnv:PSModulePath -Split ';'

This auto-import is one of the primary reasons we don’t see explicit mentions of
Import-Module referenced as often anymore.

Installation methods

Because we want to ensure dbatools is available in as many environments as possible,
we offer several ways to install it. Our preferred method is the PowerShell Gallery, for
reasons we’ll outline shortly.

The PowerShell Gallery is not only useful for online installs and updates, but it also
provides options for offline installs (dbatools.io/offline) as well.

The PowerShell Gallery

dbatools is a PowerShell module, which is basically a package full of code, DLLs, con-
figuration files, and more. In 2015, Microsoft introduced the PowerShell Gallery to
centralize the distribution of such PowerShell packages.

Installing and updating PowerShell modules is a bit of an inception because you do
so using another PowerShell module, PowerShellGet. PowerShellGet is included in
Windows 10. PowerShellGet can also be installed manually on any machine using Power-
Shell 3.0 and later. If you find yourself in need of a manual install of PowerShellGet, visit
mng.bz/8lIxg.

The PowerShell Gallery is not only a centralized repository accessed via PowerShell
commands, but it is also an attractive and easy-to-use website that you can access at
powershellgallery.com, as shown in figure 2.3.

>_ PowerShell Gallery Packages  Publish  Statistics  Documentation Sign in

Welcome to the PowerShell Gallery

The central repository for sharing and acquiring PowerShell code including PowerShell
les, ) 2
modules, scripts, and DSC resources '57

Search PowerShell packages...

4,590 430,078,306 28,690

Unique Packages Total package downloads Total packages

Figure 2.3 Microsoft’s PowerShell Gallery


https://mng.bz/8lxg
https://www.powershellgallery.com/
https://dbatools.io/offline/
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If your workstation environment supports the PowerShell Gallery, that should be your
default for all PowerShell module installs. The Gallery provides a few basic security
checks and is the most convenient way to keep modules updated.

In addition, modules delivered by PowerShell Gallery are streamlined for end
users. Unlike our GitHub repository, extra developmentrelated files (such as hun-
dreds of unit and integration test files) are not included in the package. This means
that installs of dbatools from the PowerShell Gallery will be smaller both in size and
the number of files when compared to other installation methods.

Trusting the PowerShell Gallery

Earlier we mentioned that you’ll need to execute two commands before installing
dbatools. We’ve already covered Set-ExecutionPolicy, and now we’ll address
Set-PSRepository.

Because of its focus on security and trust, Microsoft does not trust its own reposi-
tory by default; they leave you to be explicit about who you and your organization will
trust. If you trust Microsoft’s PowerShell Gallery like we do, you can avoid being
repeatedly prompted to approve PowerShell module installations by changing the
installation policy with the Set-PSRepository command shown in the next sidebar.

Try it now 2.3
Set the PowerShell Gallery to be trusted for installations:

Set-PSRepository -Name PSGallery -InstallationPolicy Trusted

Once you execute this command (or any PowerShellGet command) for the first time,
you may be prompted to install NuGet, as shown in the next listing.

Listing 2.3 Explicitly trusting PSGallery may prompt for a NuGet update

PS> Set-PSRepository -Name PSGallery -InstallationPolicy Trusted

NuGet provider is required to continue

PowerShellGet requires NuGet provider version '2.8.5.201' or newer to
interact with NuGet-based repositories. The NuGet provider must be available
in 'C:\Program Files\PackageManagement\ProviderAssemblies' or
'C:\Users\manikb\AppData\Local\PackageManagement\ProviderAssemblies'. You
can also install the NuGet provider by running 'Install-PackageProvider
-Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to
install and import the NuGet provider

now?

[Y] Yes |[N] No [S] Suspend [?] Help (default is "Y"):

Go ahead and answer Yes. If you’re behind a corporate proxy and experience issues,
please visit dbatools.io/proxy for more information on proxy support.


https://spaghettidba.com/2017/12/19/recovering-the-psgallery-repository-behind-a-corporate-proxy/
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Installing dbatools using the PowerShell Gallery, all users

To install dbatools for all users on your computer, including the SQL Server Agent
service account, you must install dbatools using Run as Administrator. This will install
dbatools in C\Program Files\WindowsPowerShell\Modules, as shown in the next
sidebar.

Try it now 2.4
Install dbatools for all users on a computer with PowerShellGet:

Install-Module -Name dbatools

In the same way that Microsoft does not automatically trust its own repository, it also
does not automatically trust valid publisher certificates.

WARNING Importing dbatools after loading Microsoft’s SQL Server and
SQLPS module in the same session will cause strangeness to occur, including
unexpected output that may not match our examples. We recommend avoid-
ing this scenario if possible.

If your execution policy is AllSigned, you will also have to explicitly import dbatools to
get prompted to accept our publisher certificate. If you are prompted, press R to run
once, as shown next.

Listing 2.4 Explicitly trusting the dbatools code signing certificate

PS> Import-Module dbatools

Do you want to run software from this untrusted publisher?

File dbatools.Types.pslxml is published by CN=dbatools,O=dbatools, L=Vienna,
S=Virginia, C=US and is not trusted on your system. Only run scripts from
trusted publishers.

[V] Never run [D] Do not run [R] Run once [A] Always run [?] Help
(default is "D"): R

Once you accept our certificate, you can see our certificate in your Trusted Publishers
certificate store shown in figure 2.4. To access your certificate store, run certmgr from
PowerShell for a GUI interface.

You can also use PowerShell to see this certificate, as depicted in the next sidebar.
Both approaches are valid and convey the same amount of information.

Try it now 2.5
Use PowerShell to see the newly trusted certificate:

Get-ChildItem Cert:\CurrentUser\TrustedPublisher | Select-Object *
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4 E certmgr - [Certificates - Current User\Trusted Publishers\Certificates] = m] X W

File Action View Help
ex|am B XE2Bm
GV Certificates - Current User lssued To Z Issued By

> :j] Personal . Ejldbatools DigiCert SHA2 Assured ID Code Si...
1 Trusted Root Certification Au

] Enterprise Trust
7] Intermediate Certification Au
(] Active Directory User Object
7] Trusted Publishers

) Certificates

# | Certificate

K v vV

General Details Certification Path

> [ Untrusted Certificates -

> [ Third-Party Root Certificatior, E g" Certicae TifGation

> [ Trusted People

> [ Client Authentication Issuers This certificate is intended for the following purpose(s):
> [] Smart Card Trusted Roots « Ensures software came from software publisher

 Protects software from alteration after publication

*Refer to the certification authority's statement for details.

< > | <

Issued to: dbatools

Trusted Publishers store contains 1 certificate.

Issued by: DigiCert SHA2 Assured ID Code Signing CA

valid from 5/9/2017 to 5/13/2020

A I

Figure 2.4 The publicly available code signing certificate from dbatools

PowerShell Gallery, local user

Many organizations (and DBAs) believe strongly in the principle of least privilege.
PowerShell natively enables you to restrict the availability of a PowerShell module to
certain users. Perhaps you have a shared workstation and require DBAs to only be able
to use dbatools. Maybe you will use only modules with an administrative account
instead of the normal user account that logs on to a workstation. To install dbatools
just for the account that is currently running PowerShell and install it in the user pro-
file documents folder $home\Documents\WindowsPowerShel\Modules, you can run
the following code.

Listing 2.5 Installing dbatools to just a single account

Install-Module -Name dbatools -Scope CurrentUser

Each method of installing dbatools is perfectly valid. Installing the module with Scope
CurrentUser means that you do not need administrator privileges to perform installs
or updates of the module. The downside is that other users, such as SQL Server
Agents or other DBAs, will need to install their own copy of dbatools.
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PowerShell Gallery, offline install

Offline installs are often required for secure environments or when you need to install
dbatools to be used by a production SQL Server Agent because the SQL Server cannot
connect to the internet. For the offline install, some machine has to be online at some
point. This is true for both the PowerShell Gallery offline install and other methods,
such as saving the zip. You will need a machine that is connected to the internet and

has PowerShellGet.

Try it now 2.6

Saving the dbatools module on a computer that has PowerShellGet:

Save-Module -Name dbatools -Path C:\temp

This will save the module in the C\temp directory in a folder called dbatools, as

shown in figure 2.5.

“ v A
A
Name

| bin

. en-us

, functions
. internal

| optional
. xml

.markdownlint.json

=/

1 V) [

| allcommands.ps1
‘| changelog.md
[] contributing.md

L.:{ dbatools.psd1

[.._}Y dbatools.psm1
>] install.ps1

[ LICENSE

] readme.md

Type

File folder

File folder

File folder

File folder

File folder

File folder

JSON Source File
PowerShell Source File
MD File

MD File

PSD1 File

PSM1 File

PowerShell Source File
File

MD File

. > ThisPC > System (C:) > temp > dbatools > 1.0.30

Size

1KB
3,913KB
47KB
11KB
34 KB
41KB
17KB
2KB
12KB

Figure 2.5 dbatools
in temp directory

You will then need to move the dbatools folder to the secure machine. You may need
to zip and unzip it for transport. You will place the dbatools folder and all of its con-
tents in a folder in SENV: PSModulePath. We recommend that you use one of the previ-
ously mentioned folders, shown in table 2.5.
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Table 2.5 Module availability by folder

Folder Accounts module is available for

C:\Program Files\WindowsPowerShell\Modules All accounts on the machine
C:\Windows\System32\WindowsPowerShell\v1.0\Modules All accounts on the machine

$home\Documents\WindowsPowerShell\Modules Only $Env: USERNAME

If you’d like a detailed step-by-step for future reference, check out dbatools.io/offline.

PowerShell Gallery alternatives

When performing a Twitter poll for this book, we asked how people installed dba-
tools. A whopping 75% said the PowerShell Gallery, as shown in figure 2.6.

dbatools
@psdbatools

Doing research for dbatools in a Month

of Lunches: how do you install dbatools?
7% Powershell Gallery ]
7% Invoke-Expression

5% Chocolatey

13% Manually download zip

204 votes - Final results Figure 2.6 Twitter poll results

The next most popular answer was downloading the zip manually from our GitHub
repository, so we’ll cover that method, too.

Downloading a zipped archive

If it’s not clear yet, we love shortlinks, and our zip shortlink, dbatools.io/zip, makes it
very easy to remember where you can download the latest version of dbatools: right
from the master branch of our GitHub repository. When using this method to install
dbatools, be aware of the following two caveats:

= This version of the module will not be digitally signed.
= You'll need to rename the directories.

Let’s take a closer look at these warnings.


https://dbatools.io/offline/
https://dbatools.io/zip
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NO DIGITAL SIGNATURE

When code is committed to GitHub, the files are modified in a way that invalidates
our digital signature. This means that you will not be able to set your execution policy
to anything stricter than RemoteSigned.

DIRECTORY RENAME

For dbatools to load properly, the unzipped directory, dbatools-master\dbatools-master,
should be renamed dbatools and placed in one of the directories in your $Env: PSMod-
ulePath, as shown in figure 2.7.

& = v A %> ThisPC > Documents > WindowsPowerShell > Modules > dbatools
~
Name Type Size
bin File folder
en-us File folder
functions File folder
internal File folder
| optional File folder
xml File folder
] .markdownlintjson JSON Source File 1KB
> allcommands.ps1 PowerShell Source File 3,913KB
] changelog.md MD File 47K
|| contributing.md MD File 11KB
[& dbatools.psd1 PSD1 File 34KB
[&f dbatools.psm1 PSMT File 41K8
>] install.ps1 PowerShell Source File 17K8 Figure 2.7 An unzipped directory,
[ uicense File 2K8 placed in a valid module’s path. Note
| readme.md MD File 12K8 the directory structure.

Once the zip file has been extracted, the directory has been renamed, and the mod-
ule is placed in the appropriate directory, it should work no differently than if it were
installed via Install-Module.

OFFLINE INSTALL

Offline installs are often required for secure environments. If you cannot use Save-
Module, using the zip installation works as well. As mentioned previously, if you’d like
a detailed step-by-step for future reference, you can visit dbatools.io/offline.

Additional methods

We also offer the ability to install and update via a few other methods, including Choc-
olatey! For details about additional installation methods, please visit dbatools.io/
install.


https://dbatools.io/download/
https://dbatools.io/download/
https://dbatools.io/download/
https://dbatools.io/offline/
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How to find and use commands, the help system, and
docs.dbatools.io

We’ve got a lot of commands, which makes the toolset powerful but potentially over-
whelming. To ensure that you can find your way around dbatools, we offer a number
of different ways to find commands and functionality. We even include websites!
Get-Command

To find command names that match a pattern, you can use PowerShell’s built-in Get-
Command, shown here.

Listing 2.6 Finding command names that match Connection

Get-Command *connection* -Module dbatools

Find-DbaCommand

You can also use our command, Find-DbaCommand, shown in the next listing, which
searches not only command names like Get-Command but command synopses and
descriptions as well.

Listing 2.7 Finding command descriptions and examples that match connection

Find-DbaCommand connection

You can even use tags. The -Tag parameter, shown in the following code sample,
which autocompletes, uses arbitrary tags applied by our team.

Listing 2.8 Finding commands where the tag matches connection

Find-DbaCommand -Tag Connection

Which command is best, Get-Command or Find-DbaCommand? It really depends on your
preference; because of the size of our toolset, we wanted to offer additional options,
and as a bonus, Find-DbaCommand helps automate building the raw code for docs
.dbatools.io.

Get-Help

We try to make PowerShell as accessible as possible, and part of that is providing solid
documentation for our end users. Documentation is so important to us that we have
tests that ensure the following items exist within every command:

= Synopsis

= Description

= Help for each parameter

= Examples


https://docs.dbatools.io/
https://docs.dbatools.io/
https://docs.dbatools.io/
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We also created an attractive, categorized web interface, shown in figure 2.8, to help
navigate through our 500+ commands.

B & i commandindex-dbatt X =+

< O @ dbatools.io,

g dbatools download commands docs team blog subscribe find us build reference

COMMAND INDEX

dbatools is a free PowerShell module with over 500 SQL Server best practice, administration, development and migration commands included. Currently, other
components of SQL Server such as SSIS, SSRS and SSAS are not supported, but they are part of the overall goal

The high number of commands may seem overwhelming, but think of it like learning SQL Server. Start with the basics like Logins, Jobs, or Backup/Restore and later on, you
can move on to Extended Events. To make it easier, we've included simplified usage examples that can help you get started.

Want to help build dbatools? We invite you to join the team.

Search
Categories
Availability Groups Endpoints Network and connectivity SQL Client Configuration
Backup and Restore Export Policy-Based Management SQL Management Objects
Community Tools File System and Storage Registered Servers SsIS
Connection Strings FileStream Replication System startup
Databases Finders Resource Governor tempdb
dbatools Computer Management General Security and Encryption Data Masking
dbatools Configuration Log Shipping Server Management Traces, Profiler and Extended Events
dbatools Support tools Login and User Management Service Principal Names (SPNs) Utilities
dbatools update watcher Mail and logging Services Windows Server Failover Cluster
DBCC Max Memory Snapshots Writing to SQL Tables
Detach and Attach Migration sp_configure
Diagnostics and Performance Mirroring SQL Agent
Migration Log Shipping Snapshots
Copy-DbaAgentAlert Get-DbaDbLogShipError Get-DbaDbSnapshot
Copy-DbaAgentjobCategory Invoke-DbaDbLogShipping New-DbaDbSnapshot
Copy-DbaAgentjob Invoke-DbaDbLogShipRecovery Restore-DbaDbSnapshot

Figure 2.8 dbatools.io/commands, supporting both search and categories

Once you’re finished installing, you may find yourself in need of documentation and
help. PowerShell makes getting help incredibly easy: use Get-Help, as shown in the
next listing.

g 2.9 Getting help for Test-DbaConnection

Get-Help Test-DbaConnection


https://dbatools.io/commands/
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docs.dbatools.io

In addition to our commands index, we also offer an entire website dedicated to doc-
umentation. Every command has a web page at docs.dbatools.io, and the website is
updated with every release. See figure 2.9.

You can access docs for each command by appending the command name to
dbatools.io (e.g., dbatools.io/Start-DbaMigration), or you can use Get-Help, this time
with the -Online parameter, as shown in the following code.

Listing 2.10 Getting online help for Start-DbaMigration

Get-Help Start-DbaMigration -Online

B a i d X =
& C ‘docs.dbatools.io,
g dbatools docs download getstarted commands docs team subscribe find us build reference bill of health
e Start-DbaMigration
start-dbami Author Chrissy LeMaire (@cl), netnerds.net
Availability Windows, Linux, macOS

Start-DbaMigration

Aliases : Start-SqlMigration

Synopsis

Migrates SQL Server ALL databases, logins, database mail profiles/accounts, credentials, SQL Agent objects, linked servers,
Central Management Server objects, server configuration settings (sp_configure), user objects in systems databases,
system triggers and backup devices from one SQL Server to another.

For more granular control, please use Exclude or use the other functions available within the dbatools module.

Description

Start-DbaMigration consolidates most of the migration tools in dbatools into one command. This is useful when you're looking to
migrate entire instances. It less flexible than using the underlying functions. Think of it as an easy button. It migrates:

Figure 2.9 Docs website—note that the most recent version can be found in the upper-left.

Updating

After installing, it is important to keep dbatools updated. During peak coding season,
we sometimes update multiple times per day (after thousands of tests pass, of course),
so updating should be a comfortable routine.

PowerShell Gallery

Updating dbatools and any PowerShell module is easiest when PowerShell Gallery is
used, as shown in the following code snippet.

Listing 2.11 Updating dbatools using the PowerShell Gallery

Update-Module dbatools


https://dbatools.io/
https://docs.dbatools.io/Start-DbaMigration
https://docs.dbatools.io/
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NOTE If you installed dbatools without using the CurrentUser scope, you will
need to run the update as administrator.

2.7.2 Alternative methods

2.8

Updating dbatools using other methods is a far less automated process. It is basically a
delete and reinstall. We have attempted to ease this with Update-Dbatools, as shown
in the next listing, but it’s a big challenge, especially when DLL files are in use.

Listing 2.12 Updating dbatools using our native command

Update-Dbatools

If this command does not work for you, please revisit section 2.4 to delete and rein-
stall. If you find the DLLs are “stuck,” the command shown in the next code may be
necessary.

Listing 2.13 Kill all PowerShell-related processes

Get-Process *powershell* | Stop-Process
Now that you’ve got dbatools installed, it’s time to prep our lab.

Hands-on lab
Let’s practice what you just read in this chapter:

1 Find all commands that have DbaReg in their name.
2 Using Get-Help, find examples for the command Install-DbaInstance.
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The dbatools lab

Now that you’ve installed dbatools, it’s time to connect to a nonproduction SQL
Server instance! If you don’t already have SQL Server installed, this chapter will
help you set up a lab where you can safely explore dbatools’s features and com-
mands. This will allow you to test examples and labs from this book without worry-
ing about causing any harm along the way.

Do not test in production

You should always test scripts and commands in a nonproduction environment prior
to running them in production. We follow this rule ourselves and always use a number
of no-risk SQL Server instances to test our scripts.

The key to PowerShell is in its name: it’s powerful, and although dbatools has many
safeguards in place, we recommend using a nonproduction SQL Server instance to
learn and perfect your skills.

Setting up a lab will give you the freedom to practice retrieving information as well
as test some more complicated scenarios such as setting up log shipping or migrat-
ing databases between SQL Server versions.

By the end of this chapter, you’ll have an ideal SQL Server lab, either in Win-
dows or using Docker. The choice is up to you.

Why is a lab included in this book?

Considering the number of online tutorials available to help you set up a local SQL
Server instance, you may be wondering why we included a SQL Server lab in our
book. First, a dbatools book without a SQL Server lab would feel incomplete
because dbatools is not just about using PowerShell; it’s about using PowerShell
with SQL Server.
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SETTING YOUR EXPECTATIONS FOR THIS LAB We did not create this tutorial
intending for every example in the book to work verbatim. All of our exam-
ples were tested against live SQL Server instances, but many parameter values
are intended to be theoretical.

In addition, we had our own challenging experiences with some of the tutorials and
wanted to save you the headache. When Jess first got started with SQL Server and Power-
Shell, she wanted to build a lab and found the barriers to entry surprisingly high. She
read so many blog posts that walked her through creating multiple Hyper-V VMs, setting
up a domain controller, and changing network settings and IP addresses. And she did
all of this only to finallylog in to alab that couldn’t even connect to the internet to down-
load dbatools!

This chapter was written with her experience in mind, with the goal of providing an
easier onboarding experience for those who are new to SQL Server and PowerShell.

NOTE Building the perfect lab is hard. We wish we could craft something that
was guaranteed to work in 100% of situations for 100% of our readers. In real-
ity, though, it is impossible to promise that every example and lab in this book
will work perfectly in your environment. What we can promise is that this chap-
ter will give you the foundation you need to start using dbatools right away.

Two options for building a dbatools lab environment

In recent years, Microsoft introduced containerized versions of SQL Server, which was
a game changer for setting up test environments. We use and recommend containers,
butwe also continue to use and recommend SQL Server on Windows. Each platform has
its own advantages and disadvantages, which we’ll highlight throughout the chapter.

For the first option, we’ll cover how to install two instances of SQL Server Developer
edition on Windows using dbatools. That’s right! We’ll be jumping straight into using
one of our most powerful commands to easily install SQL Server.

With this option, you can explore all that dbatools has to offer because Windows
supports 100% of our commands. This includes commands that work with the regis-
try, such as New-DbaClientAlias and others that use SQL WMI (SQL Server Configu-
ration Manager) like Update-DbaServiceAccount. All of these will work on Windows
hosts.

For the second option, we’ll take a look at how we can use containers to quickly cre-
ate demo environments on our local machine. Containers are really convenient
because they can be quickly destroyed and recreated.

The downside is that the SQL Server containers we’ll use are Linux-based. This allows
us to use more than 75% of the dbatools commands, because the remaining commands
use technology that is available only on Windows at this time. The time-saving trade-off
is worth it in many scenarios, especially if we want to test an instance-to-instance migra-
tion, but we don’t want to clean the destination instance after every test.
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Option 1: Windows lab

As we mentioned earlier, setting up a lab on a Windows machine will give us the ability
to test all of our dbatools commands. For the building blocks of our Windows lab, you
need to find a place where you have the ability and permission to install and configure
a SQL Server instance and, preferably, two SQL Server instances. This will allow us to
practice targeting multiple instances at once as well as migrating databases, logins,
and more between the instances.

This could be your local machine, a spare virtual machine floating around at work,
or even a virtual machine running in a third-party cloud provider such as Azure. We
won’t need too many resources for the lab activities in this book because we are more
interested in learning about dbatools rather than running any high-performance work-
loads. Even a small VM with two cores and 8 GB of RAM will be plenty for our needs.

Note that we will not be installing Hyper-V, Active Directory, or anything compli-
cated—we wanted to keep this lab as straightforward as possible.

Installation media for our lab

Once you’ve found a machine to use, we’re going to download the installation media
for both SQL Server 2017 and SQL Server 2019. Because we’re building a lab environ-
ment that won’t be used for production workloads, we can use the Developer edition
of SQL Server that is free. You can download both versions from Microsoft at
sqlps.io/sqlserverdown.

When you have both versions downloaded, make a note of the path because we’ll
need that for the installation. If you have downloaded an ISO, you will need to mount
it to be able to install SQL Server from it. We are going to install both 2017 and 2019
versions, so we recommend mounting each ISO and then copying the files into a
folder, as shown in figure 3.1.

M

< | 2019

“ Home Share View

« v 1 > This PC > sqlinstalljp7 (\\sqlinstallstoragejp7.file.core.windows.net) (Z:) > 2019
< Document ame ate modified e ize
[ D ts A~ N D ifi Typ Si
e Pictures * 1033_ENU_LP 9/25/2019 3:51 AM File folder
b Music redist 9/25/2019 3:15 AM File folder
=~ sqlinstalljp7 (\\sglinstallsto resources 9/25/2019 2:09 AM File folder
m Videos Tools 9/25/2019 4:28 AM File folder
x64 9/25/2019 10:46 PM File folder
@ OneDrive - o
u : pplication
[ set p 9/25/2019 2:32 AM Applicat 124 KB
is »| SqlSetupBootstrapper. /. 19 2: pplication extens... 1

= This PC D SqlS B dlil 9/25/2019 2:32 AM Appl 216 KB
P 3D Objects ] setup.exe.config 9/25/2019 2:32 AM CONFIG File 1KB
I Desktop 4] autorun 9/25/2019 2:32 AM Setup Information 1KB
@ Documents ‘® Medialnfo 9/25/2019 2:32 AM XML Document 1KB
¥ Downloads

N aaaio

Figure 3.1 SQL Server 2019 installation media ready for our install


https://www.microsoft.com/en-us/sql-server/sql-server-downloads

30

3.3.2

CHAPTER 3 The dbatools lab

Building the lab

It’s now time to install some SQL Servers for our lab. We have several ways to accom-
plish this task. We’re all probably most familiar with double-clicking the setup.exe and
working through the GUI to install SQL Server. This is an easy way for us to see exactly
what we’re configuring and ensure we understand the different options. However, it
also means we have to rely on humans to document—or, more likely, remember—to
click the same box and enter the same values for each of our installs. Otherwise, we
will end up with a whole estate of slightly different SQL Server configurations.
Chapter 13 will give you an in-depth look at how to install and update SQL Server
instances using Install-DbaInstance and Update-DbaInstance. But, for this chapter,
we’ll use Install-DbaInstance with simplified options as a way to slowly introduce the
command. The aim here is to get our lab built so we can start learning; we recommend
chapter 13 for when you want to install SQL Server in your production environment.

TIP All of the scripts to build our lab are available in our dbatools-lab reposi-
tory on GitHub, which you can find at sqlps.io/dbatoolslab. It’s a good idea to
clone, or copy, that repository from GitHub onto your lab machine. It has
everything you need to get your lab up and running in no time.

In listing 3.1, you can see the code we’ll use to get two SQL Server instances installed
with a basic configuration. This is from the 01_Install_Lab.psl file from the dbatools-
lab repository. You'll need to run the script from an elevated prompt, so that you have
the authorization to install SQL Server. You can do this by right-clicking the Power-
Shell icon and choosing Run as Administrator. The script will also prompt you twice
for confirmation to ensure you do want to perform the installations.

Listing 3.1 Installing two SQL Server instances

# SQL Server Installation media extracted into folders on Z: drive
# Run PowerShell as Administrator

# Install SQL Server 2019 as the default instance
PS> Install-DbalInstance -Version 2019 -SglInstance dbatoolslab
-Feature Engine -Path Z:\2019 -AuthenticationMode Mixed

Confirm
Are you sure you want to perform this action?
Performing the operation "Install 2019 from Z:\2019\setup.exe" on target

"dbatoolslab".
[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "y"): Y

ComputerName : dbatoolslab
InstanceName : MSSQLSERVER

Version : 15.0
Port :
Successful : True

Restarted : False


https://github.com/dataplat/dbatools-lab
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Installer : Z:\2019\setup.exe

ExitCode : 0

LogFile : C:\Program Files\Microsoft SQL Server\150\Setup
Bootstrap\Log\Summary. txt

Notes {1

# Install SQL Server 2017 as a named instance
PS> Install-Dbalnstance -Version 2017 -SglInstance dbatoolslab\sgl2017
-Feature Engine -Path Z:\2017 -AuthenticationMode Mixed

Confirm
Are you sure you want to perform this action?
Performing the operation "Install 2017 from Z:\2017\setup.exe" on target

"dbatoolslab".
[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help
(default is "Y"): vy

ComputerName : dbatoolslab
InstanceName : sgl2017

Version : 14.0

Port

Successful : True

Restarted : False

Installer : Z:\2017\setup.exe

ExitCode : 0

LogFile : C:\Program Files\Microsoft SQL Server\140\Setup
Bootstrap\Log\Summary . txt

Notes : {}

The output from Install-DbaInstance indicates that our installs were successful, and
it also provides the path for the Summary.txt file created by the installation process. If
you do have any issues during the install, this log file can be a goldmine of informa-
tion, explaining what went wrong.

Try it now 3.1
It’s time to try your hand at installing one or two—if you have the resources—SQL
Server instances using dbatools: .
Installs the 2019 default SQL Server instance
Install-DbaInstance -Version 2019 -SglInstance dbatoolslab -Feature Engine
-Path Z:\2019 -AuthenticationMode Mixed <
Install-DbaInstance -Version 2017 -SglInstance dbatoolslab\sgl2017
-Feature Engine -Path Z:\2017 -AuthenticationMode Mixed
.

Installs the 2017 named SQL Server instan

Once the commands have completed, take a look at the log file. A wealth of informa-
tion is contained here, including all of the configuration parameters that were used
for the install.

Because our instances were successfully installed, we can connect to them in SQL
Server Management Studio (SSMS) using the names dbatoolslab for the 2019
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default instance and dbatoolslab\sql2017 to connect to our 2017 named instance.
This is shown in figure 3.2.

Object Explorer v I X
Connect~ ¥ ¥ u 7 ¢ v
= B dbatoolslab\SQL2017 (SQL Server 14.0.1000.169 - d
1“1 Databases
I Security
I Server Objects
I Replication
1 PolyBase
1 Always On High Availability
I Management
I Integration Services Catalogs
22 SQL Server Agent
[f] XEvent Profiler
BE] dbatoolsiab (SQL Server 15.0.2000.5 - dbatoolslab\{|
i1 Databases
= Security
I Server Objects
i1 Replication
%l PolyBase
=1 Always On High Availability
1 Management
i1 Integration Services Catalogs

1 SQL Server ;f\gent Figure 3.2 Two SQL Server instances,
[ Xevent Profiler one 2017 and one 2019, ready for action

Now your instances are installed and ready to go with dbatools. Connect to your new
instance using Connect-DbaInstance as in the next listing.

Listing 3.2 Connecting using Windows authentication

PS> Connect-Dbalnstance -SglInstance dbatoolslab

If you are ever curious about the instances installed on a particular machine, you can
use Find-DbaInstance as shown in the next code snippet.

Listing 3.3 Using dbatools to find installed SQL Server instances

PS> Find-DbalInstance -ComputerName localhost

ComputerName InstanceName Port Availability Confidence ScanTypes

dbatoolslab SQL2017 60653 Available High Default
dbatoolslab MSSQLSERVER 1433 Available High Default
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Configuration scripts

Now that our instances are installed, we still have a little bit of configuration and setup
to make sure we have everything we need for our lab. For one thing, we don’t cur-
rently have any databases to work with—that’s pretty important. We’re also going to
want to create some objects to interact with when we’re learning about the many dba-
tools commands. We’ll create a linked server, some SQL Server logins, and a few SQL
Server Agent jobs to get us going.

INSTALL SSMS AND OTHER TOOLS WITH DBATOOLS-LAB SCRIPTS Along with the
installation script, there is also an 00_Install_Prereqs.ps1 scriptin the dbatools-
lab repository on GitHub that will install Chocolatey (a popular package man-
ager for Windows) as well as SSMS, Azure Data Studio (ADS), and a couple of
other useful tools.

If you ran the 00_Install_Prereqs.psl script from the dbatools-lab repository, you will
notice that it downloaded two backup files to the backup folder specified in the config
file. We’ll use dbatools to restore those databases to our SQL Server 2017 instance
using the code shown in the next listing.

Listing 3.4 Using dbatools to restore two databases

PS> Restore-DbaDatabase -SglInstance dbatoolslab\sgl2017
=» -Path C:\dbatoolslab\Backup\WideWorldImporters-Full.bak
PS> Restore-DbaDatabase -SglInstance dbatoolslab\sgl2017
=» -Path C:\dbatoolslab\Backup\AdventureWorks2017-Full.bak

These databases are samples from Microsoft and will be perfect for our lab environ-
ment. dbatools doesn’t just deal in databases, though. Let’s also add a few SQL logins
and SQL Server Agent jobs so we can also target those with dbatools in some of the
other chapters. Again, all this code is within the dbatools-lab repo, or you can run the
following from the next code sample.

Listing 3.5 Using dbatools to create test logins and jobs

# Create some SQL Logins

PS> Spw = (Get-Credential wejustneedthepassword) .Password

PS> New-DbalLogin -SglInstance dbatoolslab\sgl2017 -Password Spw
= -Login WWI_ReadOnly

PS> New-DbalLogin -SglInstance dbatoolslab\sgl2017 -Password Spw
= -Login WWI_ReadWrite

PS> New-DbaLogin -SglInstance dbatoolslab\sgl2017 -Password S$Spw
& -Login WWI_Owner

# Create database users

PS> New-DbaDbUser -SglInstance dbatoolslab\sqgl2017 -Login WWI_ReadOnly
=» -Database WideWorldImporters -Confirm:$false

PS> New-DbaDbUser -SglInstance dbatoolslab\sgl2017 -Login WWI_ReadWrite
W -Database WideWorldImporters -Confirm:$false
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PS> New-DbaDbUser -SglInstance dbatoolslab\sgl2017 -Login WWI_Owner
-Database WideWorldImporters -Confirm:S$false

# Add database role members
PS> Add-DbaDbRoleMember -SglInstance dbatoolslab\sgl2017

-Database WideWorldImporters -User WWI_Readonly -Role db_datareader
PS> Add-DbaDbRoleMember -SglInstance dbatoolslab\sgl2017

-Database WideWorldImporters -User WWI_ReadWrite -Role db_datawriter
PS> Add-DbaDbRoleMember -SglInstance dbatoolslab\sgl2017

-Database WideWorldImporters -User WWI_Owner -Role db_owner

# Create some SQL Server Agent jobs
PS> $job = New-DbaAgentJob -SglInstance dbatoolslab\sgl2017
-Job 'dbatools lab job'
-Description 'Creating a test job for our lab'
PS> New-DbaAgentJobStep -SglInstance dbatoolslab\sgl2017 -Job $Job.Name
-StepName 'Step 1l: Select statement'
-Subsystem TransactSQL -Command 'Select 1'

# add second job
PS> $job = New-DbaAgentJob -SglInstance dbatoolslab\sgl2017
-Job 'dbatools lab - where am I'
-Description 'Creating test2 job for our lab'
PS> New-DbaAgentJobStep -SglInstance dbatoolslab\sgl2017 -Job $Job.Name
-StepName 'Step 1l: Select servername'
-Subsystem TransactSQL -Command 'Select @@ServerName'

Finally, we’ll also change a couple of sp_configure values on our SQL Server 2017
instance. This way our instances don’t match exactly, and it’'ll make things a little
more interesting when we start to talk about migrations. In listing 3.6, we’re turning
on remote admin connections and also slightly adjusting the cost threshold for paral-
lelism. At this point, we’re not recommending these configuration changes; we’re
merely setting up our lab to be a little more real-world-like.

Listing 3.6 Using dbatools to configure SQL Server instances

PS> Set-DbaSpConfigure -SglInstance dbatoolslab\sgl2017
-Name RemoteDacConnectionsEnabled -Value 1

PS> Set-DbaSpConfigure -SglInstance dbatoolslab\sqgl2017
-Name CostThresholdForParallelism -Value 10

Try it now 3.2

You now have some SQL Server instances installed, so it’s time to restore databases
and create some objects as seen in the code throughout this chapter:

Restore-DbaDatabase -SglInstance dbatoolslab\sgl2017
-Path 'C:\dbatoolslab\Backup\WideWorldImporters-Full.bak'

Explore your lab through your SSMS or ADS. Check out the sample databases, and
ensure you can see the objects we created through PowerShell.
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Windows lab is ready for action

At this point, we are ready to put our Windows lab to the test. We’ve installed a couple
of SQL Server instances, restored some databases, and created a few other objects.
This will give us the perfect area to work through the rest of the book, and we can be
confident that our learning is separate from our real environments.

Option 2: Quick demo environments using containers

So far, we’ve installed two instances on Windows, which gives us the ability to test 100%
of our dbatools commands because they are all supported in this environment. How-
ever, doing this can be a bit of an overkill if we just want to quickly test or perhaps demo
afew dbatools commands. In this scenario, we can use containers. A lot of us are already
using containers for most of our demo work because they provide a lightweight option
and the majority of dbatools commands are supported on containers running Linux
and SQL Server.

Containers have become a big part of the IT industry in the last few years, and it’s
easy to see why when you look at the benefits they provide. We like to think of contain-
ers as the next step from virtual machines (VMs). With VMs, the operating system is
included within each machine, whereas with containers, the operating system is part
of what is virtualized. This means it’s not duplicated in each container, which makes
containers quicker to boot and much lighter in terms of size and the resources
needed to run.

Real-world container usage

We use containers to help ensure the code in this book works! Using PowerShell, Pes-
ter, and GitHub Actions, we set up a workflow that extracts all of the code from our
book. Then, we run tests to ensure that the extracted code is syntactically valid (unit
tests). Once all of those tests pass, we run the extracted code against a SQL Server
container to ensure that Linux-compatible dbatools commands work as expected (inte-
gration tests).

In addition, to ensure the code in this book continues to work as dbatools changes,
we also run these tests with each commit to the dbatools repository. This was one
of our favorite parts of the book-writing process. You can read more about it at
sqlps.io/dbatoolslabpester.

Containers are perfect for lab environments. You can quickly destroy and recreate
them, so you can easily get back to your starting state. This creates a playground where
you can experiment and test whatever you need to, and when you’re done, you
destroy the container. The next time you want to test something, just fire up a fresh
container, and you're ready to go. You never have to worry about trying to remember
what you've done so you can unwind and get back to the perfect clean slate.

You need to consider some caveats when using containers, however, especially for
databases or situations where you would usually want to persist data. Because containers
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are intended to be temporary, any data stored within the container is not persisted.
However, you can create and attach volumes to a container to enable data to be per-
sisted between containers. This is not a big concern for our lab environment, but some-
thing to keep in mind if you start using containers more.

The easiest way to run containers on your local machine is to use Docker Desktop
(https://www.docker.com/products/docker-desktop/). To get started, head over to
the Docker website and download Docker Desktop for your operating system. Once
this downloads, follow the prompts to install, and then you’re ready to run your first
container.

Running SQL Server in a container

We could take a couple of routes to get a SQL Server running in a container on our
laptop. We could pull down the latest SQL Server 2019 container image from Micro-
soft, create a container from this image locally, and then connect to the SQL Server
instance running on it. This will get you a shiny new SQL Server instance to play with,
but it will contain no databases or objects.

This might be just what you need, but for the purpose of this book—and learning
dbatools—it would be useful to have some databases and objects to play with. Luckily
for us, the dbatools team has created some images based on the official SQL Server
2019 image that include just that. In this section of the chapter, we’ll pull those images
down, create some containers from them, and then connect to and explore the SQL
Server instances.

The code in listing 3.7 pulls down two images and starts SQL Server containers
from them. That’s it! Three lines of code, and you’ll have two SQL Server instances
running on your machine, chock-full of objects to use in your testing.

Itis worth noting that if you haven’t already got the latest container images available
locally on your machine, Docker will pull them down from the remote container repos-
itory. However, thatimage will then be cached locally, so the next time you run the code
in the next listing, Docker will get that SQL Server instance up and running even faster.

Listing 3.7 Running SQL Server 2019 containers

PS> # create a shared network
PS> docker network create localnet

PS> # Expose engines and setup shared path for migrations

PS> docker run -p 1433:1433 --volume shared:/shared:z --name mssqgll
--hostname mssgll --network localnet -d dbatools/sglinstance
PS> docker run -p 14333:1433 --volume shared:/shared:z --name mssqgl

--hostname mssgl2 --network localnet -d dbatools/sglinstance?2

To prove that the instances are up and running, you can use docker ps to list all run-
ning containers. You can see in the following code snippet that both mssqll and
mssgl2 containers have a status of up X seconds, meaning they are both up and ready
for us to connect.
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Listing 3.8 Viewing running containers using docker ps

PS> docker ps

CONTAINER ID TMAGE COMMAND

CREATED STATUS PORTS NAMES
d1f7bc2b6077 dbatools/sglinstance?2 "/bin/sh -c /opt/mss.."

18 seconds ago Up 20 seconds 0.0.0.0:14333->1433/tcp mssqgl2
fdcaa3cbb934 dbatools/sglinstance "/bin/sh -c /opt/mss.."

25 seconds ago Up 26 seconds 0.0.0.0:1433->1433/tcp mssqgll

In the results for listing 3.8, you can see the port mapping of 1433:1433 for the
mssgll container. We defined this in our docker run command using the -p parame-
ter. This maps ports on your local machine to ports within the container. If you
already have a local install of SQL Server that is listening on port 1433 (the default
port for SQL Server instances), you can instead map a different port from your local
machine to 1433 on the container. Changing -p 1433:1433 to -p 14333:1433, as we
have done for mssql2, means that the container will listen locally on port 14333, but
then translate that to 1433 within the container.

When we connect to a SQL Server instance in a container, we can use the dbatools
Connect-DbalInstance command, shown in listing 3.9. As with any connection to SQL
Server, if you are using the default port of 1433, you don’t have to specify the port in
the connection string. If you are using a different port, you should specify the port
after localhost, as demonstrated in listing 3.9.

You’ll also notice we are using the -SglCredential parameter for the connection,
which uses the sqladmin account and the password dbatools.IO. This is specified
within the image we pulled down. Using Get-Credential generates a pop-up for you
to enter the credentials securely. You could also save the credentials to a variable
within your PowerShell session and then reuse that going forward. This method is
shown in the second example in the next code listing.

Listing 3.9 Connecting to our container using dbatools

# Connect to SQL Server in a container listening on port 1433
PS> Connect-Dbalnstance -SglInstance localhost -SglCredential sgladmin

# Connect to SQL Server in a container listening on non standard port
PS> Scred = Get-Credential sgladmin
PS> Connect-DbalInstance -SglInstance localhost:14333 -SglCredential S$Scred

Simplify connecting to your container with an alias

To allow you to use your container name as your SQL Server instance name in con-
nection strings, instead of localhost, you can use an alias. Good news—dbatools
can help with this as well. The code in this tip shows how to create an alias of mssgl1
for the container listening on the default port of 1433. Then we can specify mssqgll
for the -SglInstance parameter going forward.
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(continued)
PS> New-DbaClientAlias -ServerName localhost -Alias mssgll
PS> Connect-DbaInstance -SglInstance mssgll -SglCredential sgladmin

ComputerName Name Product Version HostPlatform IsAzure...

mssqgll mssgll Microsoft SQL Server 15.0.4138 Linux False

We can also connect to our containerized SQL Servers in SQL Server Management
Studio, as shown in figure 3.3. You can see two databases are available in the container,
and Ola’s maintenance solution is installed, giving us some SQL Server Agent jobs to
work with as well.
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MORE ON CONTAINERS

You now have two SQL Server instances running in containers on your local machine.
This is a great place to start: you have a basic environment to test dbatools, but there is
a lot more you can do with containers. To find out more, you can check out Chrissy’s
article on dbatools and Docker at dbatools.io/docker. Here, you are shown how to set
up availability groups using containers, and it also demonstrates instance-to-instance
migrations and exports for disaster recovery.

For the really curious, you can see how we built the Docker images that were used
in this chapter. Like dbatools, the code is open source and available on GitHub at
sqlps.io/docker.

Rob has also written a number of easy-to-use Jupyter Notebooks that will walk you
through more complicated examples of using containers and dbatools. These
notebooks are all available in the repository under the notebooks folder (see sqlps.io/
dbatoolslab).

We also recommend reviewing Rob’s step-by-step blog post at sqlps.io/notebooks-
setup for getting .NET Notebooks set up and running. You can open the non-.NET
notebooks in the repository with ADS.


https://github.com/dataplat/docker
https://blog.robsewell.com/blog/jupyter%20notebooks/azure%20data%20studio/powershell/pwsh/dbatools/dbachecks/new-net-notebooks-are-here-powershell-7-notebooks-are-here/
https://blog.robsewell.com/blog/jupyter%20notebooks/azure%20data%20studio/powershell/pwsh/dbatools/dbachecks/new-net-notebooks-are-here-powershell-7-notebooks-are-here/
https://github.com/dataplat/dbatools-lab
https://github.com/dataplat/dbatools-lab
https://github.com/dataplat/dbatools-lab
https://github.com/dataplat/docker
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A gentle introduction
to dbatools commands

Now you should be all set up and ready to start working with dbatools. In this chap-
ter, you will learn about a few new commands and four of the common dbatools
parameters: -SglInstance, -SqlCredential, ~-ComputerName, and -Credential.

These parameters are particularly useful because they’re used in nearly every
command to connect to both local and remote servers. The primary goal of this
chapter is to get you comfortable with these common parameters. You will see them
used throughout this book and in all of the dbatools that you will write in the
future. Having consistent parameters throughout the entire module was a high pri-
ority for the 1.0 release of dbatools.

Getting started

As DBAs, it is in our nature to be wary; we want to understand what a tool is going
to do before we let it anywhere near our production environment. For this reason,
we’ll start with commands that are read-only.

The first command that we have chosen to use is one that will help you check
that you are able to connect to the SQL Server instances. We figure that this is a
good place to start because if you can’t connect to the SQL Server instance, then
you will not be able to use any of the dbatools commands.

We will also show you how to list the services on the host for SQL Server and
how to list the databases on an instance using dbatools. We have chosen these as
our starting point not only because they are common scenarios that you will want to
use, but also because they do not perform any changes.

40
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Checking the SQL connection

dbatools, like SQL Server Management Studio (SSMS) and any PowerShell command
that you run against a SQL Server, will be able to accomplish only what is available to
the user account running the PowerShell command. There is no magic involved here.
At both the operating system level and the SQL Server level, you will be able to per-
form only the actions that your user account has permissions to.

Before we start doing anything, it is a good idea to check that the user account run-
ning the PowerShell process can connect to the SQL Server instance and that the SQL
Server instance is running before you start running other commands, as shown in fig-
ure 4.1. This is a bit like using the connect dialogue in SSMS.

2f Connect to Server X
SQL Server
Servertype: Datiabase Engine v
Server name: [SQLPRODO‘I v
Authentication: Windows Authentication v
User name: BASE\ctrb
Remember passw
[ Canced |[ Hep || Options> | Figure 4.1 SSMS’s familiar
- Connection dialog box

When that connects, you know that, at the very least, SQL Server is running on that
instance, and the account being used has CONNECT permissions.

Now we will translate that into a dbatools command. Right now, we are using this
command to teach you some of the common dbatools parameters. As you progress
with your dbatools and PowerShell learning, you will want to use this command to
check that you have a working connection prior to running any further commands so
that your results are not full of Failed to Connect errors.

The dbatools command that you will use to accomplish a test connection is appro-
priately named Connect-DbaInstance. We’ll also explore Test-DbaConnection, which
not only connects to the database engine but performs a few other tests as well.

First, getting help

In our experience, some PowerShell users may not know that help is available not just
on Stack Overflow or in Slack but also within PowerShell itself. Because of this, we’ll
touch on Get-Help just once more.

As you learned in chapter 2, you can use the Get-Help command to learn how to
use any PowerShell command, and we recommend that you remember to use Get-
Help every time you want to use a PowerShell command that is new to you.
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Although we won’t show the Get-Help example for every command throughout the
book, it’s still a good idea to use it for each new command that you run. Even though
we’ve been using PowerShell for years, Get-Help is our go-to command anytime we run
anew command. Get-Help -Examples is a particular favorite. Let’s find out how to use
Get-Help and Test-DbaConnection together, as shown in the next code sample.

PS> Get-Help Test-DbaConnection -Detailed

When you run the command in listing 4.1, you will see output similar to the text in fig-
ure 4.2.

Get-Help Test-DbaConnection

Test-DbaConnection

Test-DbaConnection [[-SqlInstance] <Sqlcollaborative.Dbatools.Parameter.DbaInstanceParameter[]>] [[-Credential]
<Pscredential>] [[-SqlCredential] <Pscredential>] [-EnableException <Switch>] [<CommonParameters>]

DESCRIPTION

Tests the ability to connect to an SQL Server instance outputting information about the server and instance.

PARAMETERS
-Credential [<Pscredential>]
Credential object used to connect to the Computer as a different user

-EnableException [<Switch>]
By default, when something goes wrong we try to catch it, interpret it and give you a friendly warning message.
This avoids overwhelming you with "sea of red" exceptions, but is inconvenient because it basically disables
advanced scripting.
Using this switch turns this "nice by default" feature off and enables you to catch exceptions with your own
try/catch.

-SqlCredential [<Pscredential>]
Login to the target instance using alternative credentials. Windows and SQL Authentication supported. Accepts
credential objects (Get-Credential)

-SqlInstance [<Sqlcollaborative.Dbatools.Parameter.DbaInstanceParameter[]>]
The SQL Server Instance to test connection

<CommonParameters>
This cmdlet supports the common parameters: Verbose, Debug,
ErrorAction, ErrorVariable, WarningAction, Warningvariable,
OutBuffer, PipelineVariable, and OutVariable. For more information, see
about_CommonParameters (https:/go.microsoft.com/fwlink/?LinkID=113216).

XAMPLE 1

PS C:\>Test-DbaConnection SQ

Figure 4.2 Getting help

In the synopsis, you can see that this command is for testing the SQL Server connec-
tion. The Parameters section shows the parameters available to this command.
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As mentioned in chapter 2, dbatools, like SSMS, should be installed on as few serv-
ers as possible. This is to avoid performance impacts, reduce your attack surface, and
increase maintainability. Logging in to remote servers via Remote Desktop (RDP) is
actually considered unsafe by security professionals (see dbatools.io/secure). Not only
is it more convenient to connect remotely to servers, it’s more secure. dbatools
enables you to easily manage your entire estate from a centralized location.

4.4  Running your first dbatools command

Now we’re going to test the connection to your local SQL Server instance using Test-
DbaConnection, as shown in the next code listing. This command will also check the
connection for PowerShell remoting, which helps run commands targeted at the
operating system, such as Get-DbaDiskSpace.

Listing 4.2 Testing SQL engine and PowerShell remote connectivity

PS> Test-DbaConnection -SglInstance S$Env:ComputerName

Note that when our commands reference $Env:ComputerName or localhost, it is
expected that each of these commands will be run against a testinstance on localhost.

TIP $Env:ComputerName is a PowerShell default environment variable con-
taining the name of the current machine.

Now you will see output similar to the output in listing 4.3. If you have a successful con-
nection with the account running PowerShell to your local instance, then the Connect-
Success property will be true. Notice that the output returns much more than just
whether there was a successful connection.

Listing 4.3 Example output of Test-DbaConnection

The SQL Server instance—MSSQLSERVER The machine name returned from SQL
is a default instance.

The SQL Server build version
The Windows name of the machine
L ComputerName . DEVSOL The user account connecting to SQL
InstanceName : MSSQLSERVER
SqlInstance . DEVSOL Was there a successful SQL connection?
SglVersion : 14.0.2002

ConnectingAsUser : AD\wdurkin The SQL authentication type used
The ConnectSuccess : True . L.
NetBIOS AuthType : Windows Authentication The SQL authentication scheme used
nameof |  AuthScheme : NTLM ‘ The SQL TCP port of the instance
the SQL TcpPort : 1433 <
. S:rver IPAddress : 172.16.11.162  <—— The IP address of the SQL Server instance
instance : .
Net]?IOSName : DEVSQL The result of ICMP echo request to the SQL Server instance
IsPingable : True

PSRemotinghAccessible : True The PowerShell Remoting status
of the SQL host operating system


https://dbatools.io/secure/
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The OS version number of the machine

running the dbatools command The PowerShell version used to run the dbatools command

The domain name or workgroup the The version of the common language runtime

SQL Server instance is joined to
DomainName . AD.local Th? version of the SQL Server Management
Localwindows : 10.0.17134.0 Objects used
LocaipowerShell £ 6.1.0 Is the local user account running the
LocalCLR . ; dbatools command a domain user?
LocalSMOVersion : 15.1.18068.0
LocalDomainUser ¢ True Is the process running the dbatools
Local RunAsAdmin : True command running in an elevated session?
LocalEdition : Core

The PowerShell edition of the process
running the dbatools command

If you do not have a successful connection, then you will see something similar to the
error message in the next code snippet.

Listing 4.4 SQL Server connection error, example failure

PS> Get-DbaDatabase -SglInstance SQLDEVO1

WARNING: [00:02:07][Get-DbabDatabase] Error occurred while establishing
connection to SQLDEV01 | A network-related or instance-specific error
occurred while establishing a connection to SQL Server. The server was not
found or was not accessible. Verify that the instance name is correct and
that SQL Server is configured to allow remote connections. (provider: SQL
Network Interfaces, error: 26 - Error Locating Server/Instance Specified)

This is exactly the same result you would have if you tried to connect in SSMS and
were unable to get a successful connection, as seen in figure 4.3.

Connect to Server X

Cannot connect to SQLDEVO1.

Additional information:

Ly A network-related or instance-spedific error occurred while establishing a connection to SQL Server.
The server was not found or was not accessible. Verify that the instance name is correct and that
SQL Server is configured to allow remote connections. (provider: SQL Network Interfaces, error: 26 -
Error Locating Server/Instance Spedified) (Microsoft SQL Server)

o 29 -

Figure 4.3 Connection failure in SSMS

Now that you have learned how to test the connection to your local default instance,
you might think that all you need to do is install dbatools on every machine with a SQL
Server instance and then use $Env:ComputerName. Although that would work, one of
the advantages of using PowerShell and dbatools is the ability to run commands against
multiple instances with a single command. Returning to the SSMS analogy, you can
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connect to multiple remote SQL Server instances from a single laptop. How do you do
the same with dbatools? Let’s explore the -SgqlInstance parameter.

The -Sqlinstance parameter

You have learned your first common default dbatools parameter: -SglInstance. A
PowerShell parameter follows the command name and is defined by the fact that it
starts with a hyphen. The parameter enables the user running the command to pro-
vide input or to select options.

The examples in this book will not refer to localhost

You will notice that throughout this book, our examples refer to remote servers, such
as sqlO1 or sql02. This is because we wanted to follow best practices, even in our
examples.

You may be aware that it is a best practice to avoid installing SQL SSMS on a pro-
duction server, and the same is true for dbatools. Although we provide this lab as an
optional guide, we will rarely use localhost within the examples and leave it up to
you to change the SQL Server instance name as necessary.

One exception to this rule is when we refer to Docker containers, because Docker is
often used in development environments on localhost.

Every dbatools command that needs to connect to a SQL Server instance has a param-
eter of -SglInstance (yes, there are some that don’t, which we will also learn about).
To associate this to something that you are familiar with, it is, as you may expect, the
same information that you would enter into SSMS or put into a connection string. In
this section, we will show how to use this parameter with multiple instances and non-
default instances.

Single instances
Let’s begin with connecting to a single instance.

CHECKING A CONNECTION TO A SINGLE REMOTE DEFAULT INSTANCE

When you connect to a remote default instancein SSMS or Azure Data Studio (ADS), just
the name of the remote host is required. When connecting to a remote default
instance with dbatools, you only need to add the name of the remote host following
the -SglInstance, as shown in the next code listing.

Listing 4.5 Connecting to a remote instance

Connect-Dbalnstance -SglInstance PRODSQLO1

CHECKING A CONNECTION TO A SINGLE REMOTE NAMED INSTANCE

If you want to test the connection to a named instance, then you can use the format
HOSTNAMENNSTANCENAME in exactly the same way as you would use for SSMS or
ADS, as shown next.
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Listing 4.6 Connecting to a remote named instance

PS> Connect-Dbalnstance -SglInstance PRODSQLO01\SHAREPOINT

CHECKING A CONNECTION TO A SINGLE LOCAL DEFAULT INSTANCE

DBAs are used to using the . or localhost to represent the local hostname. When you
are running Test-DbaConnection against the local default instance, you can use the fol-
lowing values for the -SqlInstance parameter:

= SEnv:ComputerName, as seen in the previous example
= The name of the machine (DEVSQL in the prior example)
= localhost

CHECKING A CONNECTION TO A SINGLE LOCAL NAMED INSTANCE
For a local named instance, you can use the following:

= $Env:ComputerName\INSTANCENAME
= MACHINENAME\INSTANCENAME
= localhost\INSTANCENAME

You can even force the protocol you’d like to use by using it in the connection string,
just like you would in SSMS. For example, to force TCP to be used to connect to SQIL-
PRODO1, you would use TCP:SQLPROD01\SHAREPOINT.

Try it now 4.1

Connect to a remote default instance using dbatools. Unless you have a host named
PRODSQLO1 with a default instance, you should replace PRODSQLO1 with the name
of the remote host.

Multiple instances

We have covered local and remote instances and named instances, but only for a sin-
gle instance. The -SqlInstance parameter is not limited to a single instance. You can
run dbatools commands against multiple instances in a number of ways. Let’s look at
some of the different methods that you can use, and will see us use, throughout this